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Common Exploits

Exploits can be rather 
complex, ranging from 
.dll injections to Zero 
Day exploits.

Something as simple as 
a weak FTP password  
can lead to a system’s 
demise.
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Common Exploits

Token Hijacking

 If an attacker can 
execute code using 
NetworkService or 
LocalService, 
impersonation can be 
used to gain system 
level or administrative 
access.

NetworkService can 
impersonate the System 
account.
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Common Exploits

 Impersonation allows 
threads to execute code 
under a different 
account, such as 
System.

Once system level 
access is obtained, RPC 
can be used to execute 
code.

Application Pools in IIS 
use NetworkService by 
Default.
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Common Exploits

Iframe or SQL Injections

Commonly used to 
deface sites.

Redirect traffic.

Deliver malicious 
payloads.

Overwrite database 
information.
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Sources of Information

 IIS Logs

 FTP Logs

System Event Logs

Application Logs

Shadow Copies
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Microsoft Log Parser

 Tools like P2 
Commander are 
excellent for analyzing 
large amounts of 
information.

Sometimes a closer look 
is necessary.

Microsoft Log Parser 
can be used to follow an 
incident through a 
system.
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Microsoft Log Parser

 Log Parser can extract 
information from most 
log file formats.

SQL queries are used to 
quickly retrieve and 
organize information.
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Event Logs

Event ID’s correlate to 
specific events.

 The Logon Type can 
help determine where 
the activity took place.
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Common Event ID’s



 

528 A user successfully logged on to a computer.



 

529 Logon failure. A logon attempt was made with an unknown 
user name or a known user name with a bad password.



 

538 The logoff process was completed for a user.



 

551 A user initiated the logoff process.
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Logon Types



 

2 A user logged on to this computer.



 

3 A user or computer logged on to this computer from the 
network.



 

4 Batch logon type is used by batch servers, where processes 
may be executing on behalf of a user without their direct 
intervention.



 

5 A service was started by the Service Control Manager.



 

7 This workstation was unlocked.
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Microsoft Log Parser
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Collecting Information
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Piecing It All Together

Each log entry or 
event is a different 
piece of the puzzle.

By tying events 
together, the 
puzzle is solved.
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