Chat Forensics Lab

Using P2 Commander & Chat Examiner
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B Nearly 70 million Instant Messages sent daily

B Eventually, most IT Industry leaders feel Instant Messaging will
replace email as preferred method of communication.

B More company executives are using this as form of
communication.

B [M Clients have the ability to transfer files between users.

B \Webcam and voice capabillities.
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AOL Instant Messenger (AIM)
Skype

Yahoo Messenger
Miranda

Trillian

MSN Messenger
1ICQ

HELLO
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B Not typically turned on by default
B Not all IM/Chat clients use logging
B All logs are proprietary to the different IM/Chat clients

B Be watchful of the time stamps
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Contacts

Actions Help

Messenger
@ c=salsb - Available -«

Messenger | address Book

¥ forensic (1/7)
=1 Allison Trousdale
1= Amber Schroader
arysred - Add request pending
=21 cifogeek

Y¥ahoo! Music
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Listen to a radioc station now:
[ i Alternative Rock ]
[ rReEE |
[ % My Station |

Browse all | ™ Stations «
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ﬂ!' @ @ [Search the web

Contacts

Actions Help

Messenger
My Status

My Contact Details

My Account Info

My Profiles

My Display Image

My Webcam

Activate My Yahoo! 360 Page

Cirl+5hift -+

Show /Hide
Change Skin...

Yahoao! Chat

Privacy Opltions

Ctrl+5hift+D
Ctrl+D

Sign in to Mobile Dewvice. ..
Sign Out

Ctrl+Q

Close

] -

[ ¥» My Station

BErowse all [ M Stations « |

©O@@ I

&/ & 8> &) T

'ﬁ." &;ﬁ @ [Search the web ]
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@ Yahoo! Messenger with Voice | — | (O | %
Messenger Contacts Actions Help

Categony:

General

Alerts & Sounds
Appearance
Archive

Calling & Audio
Chat
Connection
Cortert Tabs
Dlisplay Image
lgnore List
Yahoo! Music
LiveVWords (BETA)
Messages
Privacy
Webcam

Super Webcam

When Super Webcam mode is available for a viewer
7 Stat Super Webcam mode automaticalhy
) Ask me F | want to stat Super Webcam mode
1 Keep broadcasting in standard mode
[ %en | am broadcasting in Super Webcam mode, ignore other
view requests
Eroadcast my webcam as
%) Small image
7 Large: image

Webcam preferences. ..

Apphy |- Help -

P AGE

5



LIy

.q. s,
-'---f“i':, P el ey 1L T
Ll ] ¥ i

L R

Yahoo I\/Iessenger

= Yahoo! Messenger with Voice | — || 1] | 3¢

Messenger Contacts

Actions Help

Categony:

General
Alers & Sounds
Appearance

Callimg & Audio
Chat
Connection
Cormtent Tabs
Oizsplay Image
lgnore List
ahoo! Music
LiveWords (BEETA)
Messages
Privacy
Webcam

Super Webcam

Do you want to save an archive of all the messages you send and
receive on this computer?

O ves, save all of my messages

) Yes, save all of my messages, but dear them each time I sign out

Mo, do not save any of my messages

|- View Archive | | Clear Archive Mowe |

Do wou want to sawve a history of all the calls vou make and receive
on this computer?

i ves, save my call history
) Yes, save my call history, but cdear it each time I sign out
Mo, do not save my call history

| View Call History | | Clear Call History

[ (] o ] | Cancel | Apphy | Help
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Yahoo . Messenger

: we

e Logging

@Back - \_J lji‘ Sean:h [{ Folders v

Address |[ﬁ C:\Program Files\fahoo! \Messenger\Profiles

i,

File and Folder Tasks # ":_J czalsh
|

l_j Make a new folder

Publish this folder to the
Web

! Share this folder

»

Other Places

) Messenger
[D My Documents

I Shared Documents
:i My Computer
iﬂ My Metwork Places

£,

Details
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